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This white paper discusses the applicability and desirability of Java as a programming
language for use in secure systems. Java is much more secure than C and C++ because
the byte-code verifier prohibits unsafe type coercions and address arithmetic, garbage
collection prevents dangling pointers, run-time checks prohibit null pointer
dereferencing and out-of-bound array subscripts, and the security manager restricts
application behavior according to the credentials of an application provider. Java
completely eliminates many of the most common mechanisms exploited in common
virus and Trojan Horse attacks. The ease with which existing Java software capabilities
can be ported and repurposed makes Java an ideal language for creating customized
secure functionality by assembling and integrating independently developed off-the-
shelf Java software capabilities.

Introduction

Secue software has elevance in a ariety of appliation domains, including banking
electronic ®@mmerce, homeland diense, and mildary ystems. The primary objectives
of securing software are to:

1. Hide onfidertial information from individuals who & not supposed to sethis
information.

2. Assue tha transmited information is received mmpletely and accuately by
intended ecipierts.

3. Autherticate sendes of inbrmation, so thd recipierts are @mnfidert that a
received messag originded from the individual who is iddified as the sender of
the information.

4 Assue tha any aubmétion activities perbrmed as aesult of ‘secue
communiation” are based on accate and trusworthy information.

With rising theats of terrorism and otherdrms of agmmetric warfare, an emphasis on
the security of softwre g/stems has in@ased damaically. The ommon desie is D
take exiging software apabilities and tsenghen the security in ater to deliver those
capabilities in emironmerts that represert signifiant risk if the security is
compromised. Achitects esponsibledr designing suchystems mus carefully weigh
the bendits, ads, and risk associged with \arious design adeofs.
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Security Requirements for Complex Software Systems

Thee exids, for example, onsideable ension betveen:

1. The end usés desie for ease of use and ueittered information access on the one
hand, and the security eafcers desie to monitor and edrict information flow in
order to minimiz the risk of itrusions;

2. The softvare deelopers desie to lewerage mmmercial of-the-shelf (OTS)
software @mmponents and middleare, and the security enfcer's desie to
subject all such softare to the scrutity of a security audit; and

3. The puchasing agnt’s desie to schedule in@mental paymens agind
incremertal demongration of functionality and the softvare developmert teams
need D inveg heavily in security povisions while the softare is being @ated,
long bdore the @mplete security auditan be ompleted.

Java offers signifiant bendfits in @mparison with C and G+or implemenation of
secue software g/stems.

? Figt, the Jaa languag has inheently fewer risks than C and G+bea@use it
prohibits unsaé type oercions, addess arithmetic, dangig poirters, null-poiter
dereferencing array subscripout-of-bounds erors, and tack oerflow.

? Seond, when &iding software @pabilities needd be ported and itegrated
within a secue computing ervironmert, Ja/a software integrators ae five to ten
times moe productive than deelopers using the C or C++ languages.

? Thid, the use of t@tic analyis bols D assiswith the daa-flow analgis equired
for security audits is much easier with thee@danguag than with C and C++
becuse thee a far fewer opportunities ér aliasing in Ja. Aliasesxag
wheneer multiple \ariables efer to the same memory lotian.

This paper prvides an gerview of criti@l mnsidegtions relevant to developmert and
certification of secue software s/stems in the Jaa languag.

Security Requirements for Complex Software Systems

Modern software /stems deal with thousands of diisct congituents, each
represerting a disinct privacy ealm. Ofen, the acount information of one constuent
mug be hidden fom all other ondituents. Not tha the security ealms assocted
with individual uses ae not necessarily hieahical. Mary security ealms mg exid at
the same leel, though they musbe mairtained as independdrirom each other
Certain adminisrators have accessd more information than a typical'user’. However,
even adminisrative privileges ae normally edricted, and some admirtistors have
more access privilegs than othes.
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Building Secure Systems by Composition of Components

The principles of building se@isoftware are similar whethethe lig of congdituents
represeris cusomers of Amaan.com, different branches of the US. miliary, or
different allies who hae combined brces in a joihNATO exercise.

In general, security policies muprevent the flow of private information belonging ®
one ondituent to other ondituents. They mussalso pevent information from
masqueading as if it had a dédrent origin or a diferent credibility than it righly
desewes. or example, the bp-secet realm of an unmanned araft’'s mission planning
software may take responsibility ér targeting and firing cedin on-boad weapons. The
same mission planning sofare may also include unclassified arfmation, such as
publicly aailable egional veather reports or een rad maps. Since the unclassified
information may not have been teated with the same lesl of @re tha is associtged
with top-secet information, it is imporant to didinguish within the mission planning
software that the unclassified irdfrmation is less trusvorthy than the bp-secet
information. In particularan eneny migh have found it far easier ¢ corupt the
weather report than © have forged a special dactive from the @mmander in chie

Building Secure Systems by Composition of Components

Modern software deelopmert consigs laigely of assemblingxéging off-the-shelf
software ammponents mto complex s/stems ofering the ombined @pabilities of each
of the inegrated software mmponerts. A dificulty with building secw software
systems as a@mposition of independenyl de\eloped of-the-shelf omponerts is tha
the security #tributes of mos exiging off-the-shelf softvare mmponents ae not
readily aailable. Ken if they vere available, it would be necessary to independin
ascertin tha the security #&ributes ae trusworthy.

Ideally the same modularamposition pactices thamale it possible ¢ build lage
software s/stems by assembling independgndeeloped @mponerts would allow the
security atributes br a lage mwmposition of softvare cmmponerts to be aubmatically
derived by ombining the security téributes associ@d with each of the assembled
componerts.

Consider thaa basic software amponert’s security &tributes onsig of the following
information:

=

A lig of all pahs by which iformation may flow irto the componen

A lig of all pahs by which iformation may flow out of the omponent.
3. A chaacterization of internal $ate which mg preserve déa derived from
information that previously fleved irnto the componen

N

Building Secure Software with Java 3



Analyzing Software Components to Trace Data Flows

A MILS (Multiple Independéhe\els of Security) softare momponent has thedllowing
additional security #iributes:

4. For each input © the omponert, identify the security leel associted with this
input.

5. For each output fom the @mponen, identify the security leel associted with
this output.

6. For each imernal $ate \alue, idenify the security leel associted with the $ate
variable.

Note that abdraction ma be necessary tepresen the security leels associad with
certain daa flows. For example, a omponentthat represerts a cusomer dda base mg
have an input channel dedated to placemem of a new oder. The inbrmation supplied
to that input channel should be ¢eted as priate to the particular cumer. Howeer,
the same input channel is used place oders of other cutomers. In this particular
case, the securityealm associgd with the inputs ¢ this channel a idertified by &
leag one of the agumernts (eg. the ‘tugomer id”) passed ito the channel.

Given an «iding secue g/stem, a new secwr software an be inegrated irnto this
secue ystem provided thd one of the dllowing two conditions is d#sfied:

1. If the new omponent s a “basic sulystem” (i.e. inputs and outputs makno
diginction of security legl), the new omponent nay be integrated if all of its
inputs and outputs a& mnneckd to the same securityealm.

2. If the new omponent s a “MILS sulystem”, all of its inputs and outputs ateh
security leel are mnneckd to the same securityealm.

Analyzing Software Components to Trace Data Flows

One dificulty with building a secersoftware g/stem from the irtegration of off-the-
shelf softwvare mwmponerts is thd it may be dificult to determine all of the inputs,
outputs, and &te information associted with each itegrated mmponert. Reuse of
off-the-shelf omponents § easiesif all of the inputs and outputs armnnecid to the
same security leal. In this onfiguration, it is not necessary to pve tha there are no
data flows within the omponentfrom certin inputs b ceriain outputs. Howver, even
this deerminaion requires a full acounting of all inputs and outputs. Either thugh
malicious ient or accidemn, any given software mwmponent may presert more daa
flows than ae idertified in the description of theamponents security model.
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Analyzing Software Components to Trace Data Flows

When iderifying the poterial input channels assodid with a softvare cmmponent
implemerted in the Jea languag, @nsider each of theollowing possibilities:

PwN e

o

Bvery non-priate method and all ajumerts passedd the non-priate method.
Bvery non-priate datic or ingance field.

BEvery field of an g&ternal @mponen whose alue is étched by this module.
Bvery result \alue eturned from an external” method thd is invoked from within
this module.

If this class is non-finalxgensions of this class mantroduce new méods or
fields which itroduce new input channels. Non-final theds migh be
overridden in an gtension of this class, maig methods moe visible in subclasses
than in the declagd supeclass.

Any invocaions of 1/0 sevices b read dda from an 1/O device (i.e. a teork
soclet or file or keyboad).

In Jaa, reflection APIs allow nthods © be invoked and fieldsa be accessed
using gntaxes tha may not be undestood by a &tic analyis ol that is
seaching b idertify all dat flows. It is advisableotseriously egrict the use of
reflection APIs in a searisoftware s/stem.

If the Jaa @wde includes nidve methods implemeted in C or other leary
langua@s, it is ery difficult © assue the \alidity of the daa-flow analgis. C ade
integrated ino a Jaa virtual machine does not necessarily honor theaJsecurity
model. The Cadle ma fetch and modify priste fields, mg modify final (consnt)
fields, and mg invoke methods (functions) thavould normally be hidden.
Additionally the C security model is muclealer than Jsa's. C ode mg exhibit,
for example, unsaf type oercions betveen irtegers and diferent pointer types,
dangling poiters o deleed objects, sack oerflows, undeected ariay
subscriping errors, and degfencing of poiters to non-eigent objects. &ch of
these behaiors represerts an opportunity ér covert data flow

The ode itself includes marelt congants and encoded atgithms which also
mug be treated as “inputs” b the behaior of the @mputer.

To idertify the potertial output channels assodred with a Jea software mmponert,
consider the éllowing:

1.
2.

3.
4.
5.

Bvery result returned flom a non-priete method.

Bvery non-local m#hod invoked from this module and anamgumerts passedd
that method.

Bvery non-priate datic or ingance field.

Bvery field of an gteral @mponert whose \alue is oerwritten by this module.
If this class is non-finalxeensions of this class mantroduce new méods or
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Analyzing Software Components to Trace Data Flows

fields which itroduce new output channels. Non-final theds migh be
overridden in an gtension of this class, mailg methods moe visible in
subclasses than in the decdal supeclass.

6. Any invocdions of 1/0 sevices b write daa to an 1/O device (i.e. a heork soclet
or file or GUI displg.

7. In Jaa, reflection APIs allow nteods © be irvoked and fieldsa be accessed
using gntaxes tha may not be undestood by a tatic analyis ol that is
seaching b idertify all dat flows. It is advisableotseriously edrict the use of
reflection APIs in a seceisoftware s/stem.

8. As with the analsis of inputs, nve mde written in C or C++ me& it much moe
difficult to corfidently idertify all output channels assoced with a particular
software module.

The aboe ligs chaacterize all of the poéntial inputs and outputsdr the subgstem
component.In ary given ontext, a thoough analgis of how this@mponen interacts
with other mmponents nay reveal tha many of the poential channels a not
exercised. This mabe enoughda prove tha the subystem is secue when inegrated
within a particular ontext. However, beause modern softare s/stems ae cntinually
ewlving it is besto trea each poential input or output as if irdrmation were flowing
through that ©iannel. In gneral, redricting the number of pagntial inputs and outputs
associéed with each eusable softwre coomponent wil improve the ease with which
this software mmponent @n be inegrated within a lager secue system and will in
general reduce the ogs of mairienance associad with this omponert.

Besides idetifying all inputs and outputs, a security audit must itdBnall paths ly
which inbrmation flows from inputs b outputs. This is especially impant for MILS
subgstems thd take responsibility ér assuring thiacertain inputs ae not @nnecked to
certain outputs.

ANALYSIS OF Daa-flow analgis is a wll undestood analgis echnique thais @mmonly useda
INFORMATION enable cerain plogramming languag mmpiler optimiations. The same analis

FLOWSWITHINA  technique povides waluable inbrmation to assiswith security audits of softare
SECURE MODULE modules.

Consider thedllowing epresertative Jaa ade:

[1] class MultiLesls {
[2] int field1, field2;
[3]
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Analyzing Software Components to Trace Data Flows

[4] void topSecetMethod(int a) {
[5] fieldl = a;

[6]1 }

[7]

[8] wvoid unclassifiedMethod(irnb) {
[9] field2 = b;

[10] }

[11]

[12] void riskyUnclassifiedMbod(int c) {
[13] fieldl = c;

[14] }

[15]

[16] int getTopSecetinfo() {

[17] return fieldl;

[18] }

[19] }

Standad daa-flow analges eweal tha field1 is modified by bothapSecetMethod()
(at line 5) and riskyUnclassified¥hed() (at ine 13). Assuming thahese two methods
represert top-secet and unclassified inputespectiely, the dda-flow analgis
concludes thafieldl mug be treated as poéntially holding either op-secet or
unclassified d&a. In mos contexts, the analysis witonsewatively assume thisfield1
holds bp-secet information.

Note, howeer, that the value of field1l is pvided as theesult returned from
getTopSecetinfo() (a line 17). Assume theesult returned from this method epreserts
a secue top-secet output channel. Depending on the security policies tpavern this
software s/stem, allowing indiscrimirta daa flow fom an unclassifiedealm o the
top-secet realm ma violae the irtended security isotéon. A poblem arises jffor
example, this allow arbitiary unclassified datsouces b introduce uneliable or een
intentionally misleading iformation into the secue realm of bp-secet decision
making. Thus, a da-flow analgis of the abo& program would likely idertify the flows
of information through field1 as a security fla

Standad daa-flow analgis tlaces the flow of bits &ém one \ariable b another
Howe\er, it does not ecogniz indirect flows of inbrmation as a esult of onditional
control.
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Best Practices in Secure Java Development

Considerfor example, the dllowing mehod:

[20] void anotherRiskyUnclassifiedMethod(ir) {
[21] if (field2 > 10)

[22] field1++;

[23] }

[24] }

In this casenormal daa-flow analgis does not dedct ary flow of irformation from
field2 to field1. Hovewer, the \alue of fieldl mg be afected by the number of times
this method is imoked, and by the alue held in field2 each time this ri@d is irvoked.
Thus, a security policy tharohibits flow of ifiormation from less sec@r domains
more secue domains musmonitor indirect daa flows such as the abevin addition ©
the gandad daa-flow analgis.

Best Practices in Secure Java Development

Java is inheently much moe secue than C and G+ Hovewer, simply choosingotuse
the Jaa languag will not guaantee tha a laige s/stem of software is secue.
Dewloping secur software involves rigor and discipline thiabegins long biere mde
dewelopmert, sarting with requiremerts apture, which flovs directly irto architecture
and design.

Secue software dewelopmert with the Jaa languag typially adhees b one or moe
of the following pactices:

1. Signifiant redrictions on the use of da’s reflection services.

2. Signifiant redrictions on dynamic loading of classes.

3. Signifiant redrictions on the use of nave mwde within a Jea appli@tion.

4. Selectie redrictions on sandad and thid-party libaries b reduce the osts and
effort required to complee a full security audit.

5. Caeful scrutiry of the $andad libraries and thid-party middlevare tha are

alloned in the appliation to undestand the security charcterigics of thd
software.

6. Virtual and plgsial isoldaion between software modules so a®treduce andor
filter the inbrmation that flows between modules.

7. Enbrcemert of special guideline®f all newly deeloped ©de associged with the
project, including:
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Using Java with MILS Partitioning

a. the use of declations to redrict the visibility of particular méhnods and fields;

b. the use of annddtions or other mea-dada to describe the security lels
associted with each input and output and of atbse information affiliated
with each softvare module;

c. the use of &tic analyis bols andbr managd mde reviews o assue tha
there ae no overt channels thaallow information to cross security
boundaries without an apppriate “guard” to filter the inbrmation.

8. Use of Multiple Independdrie\els of Security (MILS) partitionedrkels b
enforce the isoléion of independei software modules. This is discussed further in
the next section.

Partnering with a virtual machineendor who speciales in supporting mission-criit
secue deploymetts an simplify these activities. Suchendor will be &miliar with the
use of Jaa with secue MILS &rnels and mg already hae a port aailable b support
your MILS &rnel of choice. Alsdhis \vendor mg be able ¢ supply a seced onfigu-
ration of their virtual machined reduce the &ort and coss associted with

certification of security Such aa@nfiguration may lack supportdr dynamic class loading
and certin reflection apabilities, and maseriously eégrict the use of néve aode,
networking, and file subgstem libraries. Aego has may years of commecial
experience supporting secardeploymets of mission-critial Jaa software s/stems.

Using Java with MILS Partitioning

In the days preceding omputerized information processinginformation security vas
protected by plysial boundaries. Asomnputers assumed ine@singly impornt roles in
the processing of secearinformation, initial appoaches ¢ mairtaining security hae
relied on plysial isoldion of computing hadware to assue tha information does not
flow between diferent security enclaes. Een today, certain ddense appliations
require tha users mairtain multiple independencomputers in their vork areas, with
each omputer mnneckd to a diferent secue network. One kyboad and moniobr
might represert a top-secet realm. Another mighrepresert a classifiedealm. A thid
might represert unclassified irdrmation. As long as theris no inbrmation flow
between these disnct security ealms, the risk thishigher security lesis would be
compromised by the behdor of less-secur software g/stems is ery low

In recent years, as omputers have beome moe @apable while aithe same time
requiring less space and less moywomputers hare migiated out of headquasrs and
into the trenches. Athe same time, omputers have assumed in@asingly critial roles
in gathering inbrmation and aubmating responses. dday, mary unmanned sea, land,
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Using Java with MILS Partitioning

and air ehicles opeste aubnomously ertirely under the ontrol of sophisicated
software programs.

With increases in @amputing capacty, more embedding of @mputers in war-fighting
systems, and mag aubmation of war-fighting activities, the use of pisical isoldion to
prevent information flow beween security enclas is less pictial. This is part of the
motivation for introduction of MILS partitioned opating s/stems.

A MILS opetting s/stem uses trued software to egablish virtual partitions thia
behave similar b the plysial partitioning of pevious gnerations of ystems. A typial
configuration is illugrated in Figue 1. In this onfiguration, the trused opeating s/stem
maintains thee diginct security ealms, USF bp secet, NAO classified, and
unclassified. Componémnwithin each ealm ae only alloved to communieate with
other momponents esiding within the samesalm. The MILS opating s/stem lernel
provides virtual partitioning thieachiees the same isoteon of information that in
previous gstems vas povided ty physical isoldion.

v(}Partition bounda:ies)

USAF NATO Unclassified USAF NATO
Top Secret Classified Application Top Secret Classified
Application Application Application Application

POSIX Linux Windows JSE 5.0 POSIX
Personality Personality Personality Personality Personality

Secure Multi-Partitioning Kernel

———

Figure 1. A typical configuration of MILS partitioned operating system

A bendit of using MILSétnels b isolae individual securityaalms is thait is not
necessary to ace the inbrmation flows within the appliation software running in ag
particular partition. This is baase all of the irdfrmation contained within a particular
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Using Java with MILS Partitioning

partition is treated as haing the same security Vel.

Note tha use of a MILS opating s/stem does not obvit all security ancerns. In
particular it is sill necessary to assartha the software does not hee Eager Egs or
other misbehaior built in. Unauthoried uses mg not be able® communiete with
the software secued within a MILS partition, but the sofase, once esidert within a
top-secet partition, ould dill do cnsideable damag if its algrithms ae not
implemerted @rrectly. Alsq as with security mtocok enbrced by plysial isoldion, it
is dill necessary to assartha human opeators do not compomise security by
manually opying iformation between diginct realms. A user who has accessdbth a
top-secet display sceen and an unclassifie@¥boad could manuallyopy daa from
the top-secet to unclassified domains. Similar unauthedzdaa flow migh occur if for
example, a human user mes a flash disk between bp-secet and unclassified USB
ports.

In order to assue isoldion of security ealms, &iging MILS opeting s/stem lernels
sewerely redrict the services myvided ty the operting s/stem. Though dferent
vendors may differ slighly in exactly which edrictions ae implemerted, it is ommon
for a MILS érnel o redrict behavior in the bllowing ways:

? There may be no file gstem support or only ery limited file-ystem access.

? There may be no netwrking laer, or seere limitations on the use of netarking
APIs.

? There may be limigtions on the ability @ send agnchionous signalsa the code
running within a particular partition.

? There may be limigtions on the memory model, phibiting, for example, the use
of virtual memory that mighpage to non-voétile disk-basedterage. The gstem
may also pohibit appli@tion code from making dynamic chaeg © the datus bits
of particular virtual memory pages (e.g. changing a paw® fead/write to
executable). This maprevent certain @mmon virtual machine behdors, such as
dynamic class loading and dynamic adaptiT empilation.

? Ther may be no gaphic user iterface ystem or seere redrictions on how the
graphic user iterface is used. Cexinly, the partitioning kernel would want to
prevent usess from cuting and pasng information between security ealms.

Giwen all of the edrictions described abay it is usually not possible tirectly mowe
exiging off-the-shelf softvare @apabilities iho a MILS patrtition, en if the MILS
partition preserts a pesonality tha sounds lik a taditional non-MILS peonality For
example, a Linux pspnality mg be aailable within a MILS partition. But this Linux
personality mg be missing cealin @pabilities normally mrsert in Linux.
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Using Java with MILS Partitioning

This means thamog software ingalled irto a MILS evironmernt mug be ported and
possibly modified in @rer to run within a MILS partition. Deloping cusom software
appliations by assembling independiyndeeloped softvare cmmponerts into working
systems is an &a whee Jaa really shines.ypical deelopers find thd they ae five to
ten times moe productive than C and G+de\elopers in these sorts of activities.

When applietion code is deplogd within a MILS partition, much of the security is
supplied by the underlying opating s/stem. This @duces the amounof extra scrutiry
to which the appliation software mug be subjecéd. Hoveer, this does not comptely
eliminae the need ér appli@tion security In particularmary security policiesaquire
that the “code” that implemerts a MILS applation be secued to the same lesl of
security as the enclosing MILS patrtition. flisedbe@use ay misbehaior of @de
running d that particular security leel has the pagntial of interjecting malicious or
erroneous behasior into that particular security eel. Mitigating this risk onditutes an
important reason ér conducting a security audit.

A seond reason b perform a security audit of appktion software running within a
MILS partition isd allow thd application to connect b more than one independen
security leel. All secug s/stems fice the needd allow edricted sharing of irdrmation
between diginct security leels. In taditional ystems which use pfsical isoldion to

Partition boundaries

USAF NATO Guard USAF NATO
Top Secret Classified Application Top Secret Classified
Application Application {implementedy Application Application

in Java

POSIX Linux f;g‘g% JSE 5.0 POSIX
Personality Personality = Personality Personality

| Personality
H
= - '
Secure Multi-Partitioning Kernel

Figure 2. Multiple security levels within a MILS partition
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Summary

sepaste security legls, human opeators were responsibledr monitoring and
approving each such farmation flow. Howewer, placing humans in this looptinduces
latency b the inbrmation flow and inceases the li&lihood of security lraches dued
inattention or fatigue or een malicious itent of the human opestor.

A grengh of the MILS arhitecture is thd the selectie filtering of inbrmation flow
between diginct security leels @n be lagely aubmated. This is illusated in Figue 2.
In this eample appliation, there is an ocasional needd shae information between
the USA Dp Secet and NAO Classified securitgalms. A gual appli@tion takes
responsibility &r monitoring and filering all ifiormation that flows between these tvo
domains. Nog¢ tha the guad appli@tion mug be \ery secue. It's implememation,
which mus enforce the security policies of both NI& Classified and B ©p Secet
domains, mussaisfy security auditos from both oganiztions. Implemeting this
guad software in Jaa rather than lower lewel languags lile C or C++ reduces th&at
required to deelop the softvare and certify its security

Summary

Using Jea to build secue software g/stems has numeus adantages.

1. The softvare @an be be assembled okiting off-the-shelf softvare momponents
combined with small amous of cusom-written software to glue the omponert
together. The o savings ae tremendous.

2. The Jga programming ewironmert has mary security éatures built in. This
means it isdr less &pensie to perform a security audit.

3. Due v its high-leel programming éatures, Jaa g/stems ae much moe
maintainable than gstems implemened in lover le\el languags. This means it is
much cheaperd add incemertal new functionality as theystem’s requiremerts
ewlve, or © port the ystem to new hadware and opeating s/stem plaforms as
the underlyng pl#orm requiremerts ewlve.

MILS partitioned érnels extend the modularitybendits of Jaa to support building of
large secue s/stems by assembling independespplictions. Irtegrating secue
componerts as independemappliations secued within diginct MILS partitions enables
very flexible and powerful reconfiguration options with minimal further imegment in
additional security auditsof each new onfiguration.
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